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Abstract

Biometrics traits such as ngerprin ts, hand geometry, face
and voice veri cation provide a reliable alternative for
identit y veri cation and are gaining commercial and high
user acceptibilty rate. Hand geometry based biometric
veri cation has proven to be the most suitable and ac-
ceptable biometric trait for medium and low security ap-
plication. Geometric measuremets of the human hand
have beenusedfor identit y authentication in a number of
commercial systems. However not much researt hasbeen
donein the areaof selectionof the optimal discriminating
featuresfor hand-gemetrybasedauthentication system. In
this paper, We arguethat the biometric veri cation prob-
lem can be best posed as the single-classproblem. We
proposeto apply Biased Discriminant Analysis and Non-
parametric Discriminant Analysis in order to transform
the featuresinto a new spacewhere the samplesare well
separated.

1 Intro duction

Biometric technologiesare becomingthe foundation of an
extensive array of highly secureidenti cation and personal
veri cation solutions. A biometric system is a pattern-
recognition system that recognizesa person based on a
feature vector derived from a speci c physiological or be-
havioural characteristic that the personpossessesExam-
ples of physiological characteristics that are usedin bio-
metric devicesinclude ngerprints, hand-geometry face
features, palmprints and patterns within the iris or retina,
or in the layout of the veins. Behavioural characteristics
include voice pattern, gait(the manner in which a per-
son walks), and the dynamics of handwriting(signature)
or keystrokes. Assaciating an identit y with an individual
is called personalidenti cation. The problem of resolving
the identiy of a personcan be categorizedinto two funda-
mentally distinct typesof problemswith di erent inherent
complexities: (i) veri cation and (ii) identi cation. Veri-

cation (also called authentication) refersto the problem
of con rming or denying a person'sclaimed identity (Am

I who | claim | am?). Identi cation (Who am I?) refers
to the problem of establishing a subjects's identity. The
goal of authentication is to protect a systemagainst unau-
thorised use. This feature alsoallows for the protection of
individuals by denying the possibility for someoneelseto

impersonateauthorised users. Authentication procedures
are basedon the following approades:

(i) Knowledge - known information regarding the
claimed identity that can only be known or produced by
an individual with that identity (eg, passport, password,
personalidenti cation number (PIN)). There s high prob-
abality that the individual may forget theseattributes or
sharethem with others.

(i) Possession the useris be authorised by the posses-
sion of an object (smartcard, optical card, etc). However,
these cards can be stolen or broken and can be shared
hencethreatening the security of the system.

(iii) Property - the userdirectly measurescertain prop-
erties using the unique human characteristics of the indi-
vidual (eg, biometrics).Biometrics refersto the scienceand
technology of authentication of personsusing automatic
veri cation of personal attributes such as ngers, hands,
face, eyes and voice using prints, geometry and pattern
recognition. A good introduction to biometric systemsin
generalis provided in [1]. They explain working of bio-
metric systems, errors in biometric systemsand various
biometric techniques. Utilizing biometrics for personal
authentication is becoming conveniert and considerably
more accurate than previous methods. This is because
biometrics links the event to a particular individual (a
passvord or card may be usedby someoneother than the
authorized user), is conveniert (nothing to carry or re-
member). Thus, authentication basedon biometric tech-
nigues obviates the need to remenber the password or
carry a token or smartcard.

Biometric system works in two phases: (i) enrolmernt
(ii) veri cation or identi cation(dep ending on the appli-



cation). During enrolmert phase, the templates are ex-
tracted from the usersand stored in the database with
the assaiated identity. During veri cation, a template
with the claimed identity is presened to the system. The
systemvalidates a person'sidentit y by comparing the cap-
tured biometric characteristic with the individual's bio-
metric template, prestored in the database. In identi ca-

tion mode, the system seardesfor a match in the whole
databasefor the template preseried to it and returns the
identity of the personor fails if the personis not enroled
in the system database.

1.1 Hand Geometry based Biometrics

Hand geometry refersto the geometric structure of hand,
which includeslengths of ngers, widths at various points
onthe nger, diameter of the palm, thicknessof the palm,
etc. Thesefeaturesare not asdiscriminating as other bio-
metric characteristics(such as ngerprin ts), they can eas-
ily be used for veri cation purpose. The comprehensie
survey of biometric methods are available in [1]. The
importance of hand geometry and its user acceptibility
is discussedin detail. The hand imagescan be obtained
using a simple setup including a low-cost web cam. How-
ever, other biometric traits require specialized, high-cost
scannersto acquire the data. User acceptability for hand-
geometry basedbiometrics is very high asit doesnot ex-
tract detail features of the individual. Thus, for applica-
tions wherethe biometric featuresare neededto be distinc-
tive enoughfor veri cation, hand geometry can be used.
Further, hand geometry features can be easily combined
with other biometric traits, suc aspalmprint, ngerprin t,
etc. in multimo dal biometric systems.

There has beenseeral hand geometry veri cation sys-
tems published in literature. Jain et al. [2] deweloped a
peggedhand geometry veri cation system for web secu-
rity. Later Jain and Duta [3] deweloped another pegged
system which aligns the two imagesand de ne a metric,
Mean Alignment Error as the average distance between
corresponding points measuredbetweenthe imagesto be
veri ed.

Wong and Shi [4] developed systemwhich usesa hier-
archical recognition process,with gaussianmixture model
usedfor the one set of featuresand a distance metric clas-
si cation for a di erent set of features.

Although considerableamount of work hasbeendonein
order to improve the accuracyof the biometric veri cation
systemin the recognition or classi cation front, not much
work hasbeenreported in the areaof feature selectionfor
biometric basedveri cation systems.In [5] a feature se-
lection medanism has been proposedfor hand-geometry
basedidenti cation system. They perform statistical anal-

ysisto determine the discriminabilit y of the featuresusing
multiple discriminant analysis.

In this paper, we proposeto perform feature selection
in order to improve the performance of k-nearest neigh-
bor algorithm for hand-geometry based veri cation sys-
tem. We proposeto select features for eat user suc
that his features can be clearly distinguished from those
of other users. We propose to use discriminant analy-
sis(BDA) to verify identity of a user against all the other
usersenroled into the system. Section 2 provides a brief
overview of the problem we are addressingand the details
of the techniques (BDA and NDA) we proposeto select
features for our veri cation system. Section 3 describes
erntire hand-geometry basedveri cation sytem, including
the data-collection, feature- extraction and the proposed
algorithm to selectthe disctinctiv e features of ead user
for veri cation. We conclude with the discussionon ex-
periments conducted and results obtained.

2 Feature Selection for Biometrics

Traditionally , biometric veri cation is done using the dis-
tance calculated betweenthe feature vector preseried to
the system during verication and the feature vectors
stored in the databasecorresponding to the claimed iden-
tity. The decisionis usually made basedon hard-coded
thresholds. However, the raw feature vectors usually do
not possessnuch discriminating information. As a result,
the samplesfrom one user may get confusedwith those
in some other user, hence lowering the accuracy of the
veri cation system. We proposeto addressthe veri ca-
tion problem as the single-classor (1+x)-class problem
and selectthe features for ead individual sud that his
feature vector is clearly distinguishable from the feature
vectors of all the other users. As the problem is that of
nding the distinctiv e featuresfor a particular individual,
discriminant analysis can be used to selectthe features.
Discriminant analysis [6] has beenusedfor various appli-
cations, such as face recognition [7, 8], multi-class text
categorization [9], content-basedimage retreival [10].

It is required to transform the featuresinto a new space
such that the discriminativ e power of the raw features of
hand-geometry for eat useris enhanced. Howewer, the
transformation is required to be sud that the feature vec-
tors of the claimed user get well separatedfrom all the
other feature vectorsin the database. In other words, the
discriminant should be biased towards the claimed iden-
tity. In tranformed space,the features vectors from the
claimedidentit y are required to get clustered closelywhile
those from the other classesare pushed apart from the
features of the claimed identity and hence enhancethe
performance of the k-nearest neighbor algorithm for veri-



cation.

We argue that veri cation problem can be best posed
as a single-classclassi cation problem where the user is
interested to separate the samples from one individual
from those of the uncertain number of individuals. The
problem can be approadhed in various ways. We propose
to addressthis problem using the variants of Fisher Dis-
criminant Analysis, namely, Biased Discriminant Analy-
sis(BDA) [11] and Non-parametric Discriminant Analy-
sis(NDA) [1Q].

Formally, the single-classclassi cation problem or bi-
asedclassi cation problem is de ned asthe learning prob-
lem in which there are an unknown number of classesbut
the useris only interestedin one class. The training sam-
ples are labeled by the user as only "p ositive" or "nega-
tive" asto whether they belongto the desiredtarget class
or not. Thus the negative classescan come from an un-
certain number of classes.

Our problem of authentication clearly ts into the
single-classframework. In veri cation problem, as op-
posedto the identi cation problem the systemis preseried
with a labeledfeature vector and it is required to respond
bad stating whether the feature vector belongsto the
claimed user. Hence, all the sampleswith the input label
are labeled positive while all the other samplesare labeled
negative. The problem is that of nding a transformation
such that the positive cluster is well separetedfrom the
negative samplesin the transformed feature space.

The scatter of samplesin the original feature spaceis
usually high. For veri cation using techniquessuc as k-
nearest neighbor, the positive samplesare neededto be
closerto ead other sothat veri cation can be performed
accurately. Using a single-classdiscriminate, we can lower
the scatter of positive samplesand push them apart from
the negative samples,thus improving the accuracy of the
system.

As the single-clasgdiscriminant analysisbrings the pos-
itiv e samplescloserand pushesthe negative samplesfrom
the positive mean, non-linearity in data does not pose
problem in caseof veri cation. However non-linearity has
serious impact on the performance of the identi cation
problem. Thus, these techniques are best suited to the
biometric systemsworking in veri cation mode.

Traditionally, the single-classclassi cation problem is
addressedsimply asa two-classclassi cation problem with
symmetric treatment on positive and negative samples,
such asFDA. However the intuition is"all positivesamples
are alikein oneway, eat negative sampleis negativein its
own way". Hence,we needa variant of FDA, with biased
treatment towards positive samples.

2.1 Single Class Discriminan t Analysis

This sectionexplainsthe existing single classdiscriminant
analysistechniques,namely BDA and NDA in detail. The
Biased Discriminant nds an optimal transformtaion such
that the ratio of "the negative scatter with respect to the
positive certroid" over the "p ositive with-in classscatter”
is maximized.

The biasedcriterion function is de ned as:
Maximize
3= kW TS, Wk
~ kWTS Wk
w.rt W

Let the training set cortains Ny positive and Ny nega-
tive samples. Then S, and Sy are de ned as,
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where x; denote the posit'p_.{e samples,y; denote the neg-
ative samples, my = NL iN;l Xj is the mean vector of
the positive samples,and W can be computed from the
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BiasedDiscriminant Analysis works by rst minimizing
the variance of the positive samples,and then maximizing
the distance betweenthe certroid of the positive samples
and all the negative samples. In essenceBDA nds the
discriminating subspacein which the positive samplesare
"pulled" closerto one another while the negative samples
are "pushed" away from the positive ones.

BDA assumesall positive samplesform a single Gaus-
sian distribution. This meansall positive samplesshould
be similar with similar view angle, similar illumination,
etc. However, during data collection, theseconditions may
not always be similar. To avoid the single Gaussiandis-
tribution assumption, a discriminant analysis with non-
parametric approac is used.

The optimization function usedin NDA is given by:

Maximize
J= kw T S,Wk

kWTS, Wk
w.rt W

S, and S, are de ned as,

W
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where X; e positive samples, Y; are negative samples,
my % = ¢ |k:1 X is the meanvector of k-posiE‘)ve neigh-
bors of the i™ positive sample x;, my;** = L° |y is
the mean vector of k-negap',ve neighbors of the i™ posi-
tive samplexi, mq*Y = X, y is the mean vector of
k-positive neighbors of the i negative sampley;. The op-
timal weight vector W canbe computedfrom the eigenvec-

1 .
tors of Sy~ S,. In essenceNDA nds the optimal feature
set to maximize the margin betweenall positive samples
and all negative samplesin the nput feature space.

3 Feature Selection for Hand Ge-
ometry

3.1 System and Feature Extraction

The hand images were acquired using a setup with two
webcams(oneto capture image of hand and the other to
capture face image) and a at platform with v e rigid
pegs. The setup is designedfor multimo dal biometric sys-
tem in which we are trying to fuse the results of hand-
geometry and face-basedrecognition to obtain better ac-
curacy. The setup is shown in Figure 1(a). Both the
images(faceand hand) are taken simultaneously using the
two camerasshown in the gure. In this paper, we address
feature selectionmecdanism for hand-geometrybasedbio-
metric(unimo dal) authentication. The top view of at sur-
faceusedto capture hand imagesis shown in Figure 1(a).
As we are not using compleximage-processingroutines to

extract features from the image of the hand, we assume

that the userplaceshis hand overthe at surfacesud that
the ngers are well separted. The v erigid pegsshown in
the gure serwe that purpose. The pegsare usedto help
the userplacehis hand properly such that the acquiredim-
agesare well-aligned. The at surfaceis translucent white
colored and is illuminated by a light source beneath it
to ensurethat the badkground is well separatedfrom the
foreground(hand image). This helps to binarize the im-
age and use simple image-processingroutines to extract
the boundary and hencethe features from image of the
hand. The image capture for both the unimodal(hand
geometry) and multimo dal systemsis shown in Figure 1.
As the hand-image was clearly separatedfrom the badk-
ground, simple thresholding was usedto binarize the im-
age. From this binary image, we obtained the longestcon-
tour by using the chain code contour extraction method.
The acquired and contour-extracted imagesare shown in
Figure 2. The boundary of the hand is de ned by the
largest contour. We used very simple and primitiv e raw
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Figure 1: (a) Face and Hand image acquisition (b) Hand
image acquisition

(@) (b)

Figure 2: (a) The acquiredimage (b) Boundary extracted
using contour

featuresfor our systemand were extracted using very sim-
ple image-processingalgorithms. We usedlengths of four
ngers and widths at v e equidistant points on each nger

asraw features. As these measuremets for thumb show
high variability for the same person, we did not include
the length and widths on thumb in the feature vector for
our system. Hencewe obtain the feature vector of size24
for eath person. The raw features are extracted with the
help of landmarks de ned as the peaksand valleys. The
ngertip points are called peaksand the points joining ad-
jacent ngers are termed valleys. The peaksand valleys
of eath nger were extracted by traveling along the hand
boundary (Figure 3(a)). Theselandmarks are then used
to extract raw 24-componert feature vector (Figure 3(b)).

As stated above, these componerts include lengths of four
ngers and widths at v eequidistant points on ead nger.

During data collection phase, we collected data of 40
students from the same batch whose agesdier by 4-5
years. For eac student, featuresvectorsof 10imageswere
extracted and stored in the database. All the imageswere
captured under similar illumination condition. The similar
illumination condition wasachieveddueto the light source
provided beneath the translucent at surface.
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Figure 3: (a) The landmarks(peaksand valleys) extracted
(b) The raw featuresfor hand geometry

3.2 Training and Veri cation

The feature vectorsfrom ead of the usersis obtained and

stored in databasewhich are usedduring training phase.

During training phase, samplesfrom ead of the useris
fed asinput to the training algorithm (BDA) and optimal
weight matrix is stored. The BDA algorithm for training
is preserted below:

1. Data Set: S= sj;i = 1:N,
where

N is the number of samples

s; is a 24x1 vector.
2. for eath k = 1::c;cis number of users

3. label all samplesin S from userk as positive and rest

as negative:
X = Xj;i = 1::Ng; Ny is the number of positive
samples.
Y =yi;i = L:Ny;Ny is the number of negative
samples.

4. Calculate meanvector of all the positive samples:my.

5. Calculate the scatter matrices: Sy, Sy asde ned in
Section 3.

6. Calculate Wi asa (dxdo) matrix thgsecolumns are
the eigenvectors of Sy 'Sy, whered' is the number
of non-zeroeigenvalues. Store Wy.

During the veri cation phase,the systemis preseried
a new feature vector v with the claimed identity, I.

1. Retrieve W, corresponding to the userl.

2. Apply the tranformation to all the samplesin the data
setand to v

Sio = W|TSi;i = 1:N

® o
%
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Figure 4: (a)Raw training samples(b)The BDA trans-
formed training samples. Positive samplesare showvn with
"+" and negative sampleswith "o"

3. Apply k-nearest neighbor algorithm to verify the
claimed identit y, |

4 Experiments and Results

As all the imageswere extracted under similar illumina-
tion condition and the setup was xed, we usedBDA for
our experiments. We collected data from 40 users with
10 samplesfrom ead user. The optimal weight vector for
ead userwasobtained and stored using the training algo-
rithm presenied above. The raw training samplesand the
transformed samplesin the rst two principal componerts
are shown in the Figure 4.

As can be obsened from the gures, the positive sam-
ples are scattered more in the original feature spacewhile
thosein the transformed feature spaceare lessscattered.
Hence, the performance of k-nearest neighbor algorithm
improvesasthe positive samplescomecloserto eat other.

The performance of the biometric systemis measured
in terms of False Accept Rate(FAR) and False Reject
Rate(FRR). FAR is the rate at which the system accepts
a non-autherticated user. FRR is the rate of rejection of
a geruine user by the system. 120 imageswere preseried
during the testing phase. The FAR using the raw features
was obsened to be 3.3% which reducedto 0.8% as a re-
sult of application of k-nearestneighbor algorithm to the
BDA-transformed features. The system shoved FRR of
15% with raw features while with the BDA-transformed
features, the FRR of the veri cation system declined to
8.3%. Theseresults are shawvn in Table-1. Theseresults
were obtained by selecting the number of dimensions of
the new feature spaceas 15.

We obsened the e ect of changing the dimensionality
of the transformed feature spaceon FRR and FAR of the
system. We tested the FRR and FAR of the system with
1,5, 8,10, 15, 20, 22, 24 dimensions. The FRR and FAR
of the systemwasvery high with 1 and 5 dimensions. This



Table 1: Comparison of performance of veri cation using
raw featuresand BDA-transformed features

Raw Features | BDA-transformed Features

Table 3: E ect of number of userson performanceof ver-
i cation system

Table 2: E ect of dimensionality on performance of the
veri cation system

Dimensions 1 5 8 10
FRR 23.33%| 9.17% | 8.33% | 8.33%
FRR 5% 0.83% | 0.83% | 0.83%

Dimensions 15 20 22 24
FRR 8.33% | 8.33% | 9.17% | 9.17%
FRR 0.83% | 0.87% | 0.92% | 0.92%

is becauseonly one dimensionwas not appropriate to dis-
criminate betweenthe features. However, after that, the

FRR and FAR of the systemwas obsenedto decline with

increasing dimension. This is becausethe discriminating

information is presert in the rst few dimensionscorre-
sponding to the larger eigenvalues. Thus, as we increase
the dimensions,the lower-discriminating componerts also
contribute to the distance betweenthe test sampleand the
training samplesand hencethe error rate increases. The
results are summarisedin the Table-2.

We also obsened the e ect of number of usersenroled
into to system on performance of the veri cation pro-
cess. The e ect of number of userson the performance
of the system using Fisher Discriminant Analysis is also
preseried in the table. Fisher Discriminant Analysis was
applied assuming positive and negative to be from two
dierent classes. The performance of veri cation system
using FDA wasobsenedto declinerapidly with increasing
number of classesas comparedto raw features and BDA-
transformed features. This is becausethe negative sam-
ples came from di erent usersand hencedid not cluster
in the discriminating space. The FRR of the veri cation
system declined when we used BD A-tranformed features.
The experiment conducted on 120 samplesis summarised
in Table-3.

FRR 3.3% 0.8% No. of

FAR 15% 8.3% Users 10 20 30 40
Accuracy using
Raw features | 88.33% | 88.33% | 86.67% | 86.67%
Accuracy using
FDA features | 91.67% | 87.50% | 80.00% | 78.33%
Accuracy using
BDA features | 92.50% | 92.50% | 91.67% | 91.67%

5 Conclusion

We have proposeda feature selectiontechnique to enhance
the performance of hand-geometry based authentication

system. With the tranformed features,the FRR and FAR

of the system are reported to be 8.3% and 0.8% respec-
tively over a test setof 120 samples. We alsodiscussedhe

e ect of dimensionality and number of usersenroledin the

systemon performanceof the system. The performanceof
the system with tranformed features was compared with

the raw featuresand it wasexperimentally shown that the

performance of the authentication greatly improved.
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